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The “I” in IoT
To communicate with the IoT node over we Internet we must

● Connect the Node to the WiFi network

● Create and connect to a TCP socket

● Provide a WEB server

● We may need additional protocols like “server side events” or WEB sockets accessed 
through JavaScript

or

● Communicate to an MQTT broker, which in turn sends and/or receives data from an MQTT 
publish or subscribe client 
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Connecting to the WiFi network

MicroPython’s network module
has the functions we need to
connect to the WiFi network 
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Connect to WiFi (2)
When working on IoT you must connect to the network very often.

I therefore wrote and integrated a module named wifi_connect

This makes connecting to the network super-simple:

from wifi_connect import *

connect()

connect also gets the current time from ntp and sets the real time clock on the ESP32

You can get the current time with

gmtTime() or

cetTime()



10. Oct. 2018 IoT course, African Internet Summit 2021 5

A simple TCP server/client example

We make use of the usocket module in MicroPython

The server:

● Connect to the Network (WiFi)

● create a socket

● bind the host address to a port

● listen for connection requests

● accept the connection

● receive data from the connection 

● send data to the connection

● Close the connection

https://docs.micropython.org/en/latest/library/usocket.html?highlight=usocket
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The server code
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A simple TCP server/client example

The client:

● Connect to the Network (WiFi)

● create a socket

● connect to the server

● send data

● receive data

Let’s try it on the PC first!
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The client code
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TCP server on the ESP32
There is no difference with respect to the code on the PC

Except prior connection to the WiFi network. 

Now we can create a TCP server on the ESP32 that reads some sensors and 
sends the results to the TCP client on PC.

On the PC we can have a user friendly GUI application which treats and 
displays the data.

Example: A simple voltmeter. The analogue signal level is read from the ADC 
on the ESP32 and its digitized value is send to the TCP client on the PC, 
where it is displayed on the Voltmeter application.
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The voltmeter application
Like all the other examples the code 
is entirely written in Python

It uses the Qt5 widget set with the 
PyQt5 Python language binding

A full description on how to develop a 
Qt5 application in Python exceeds the 
scope of these lectures.
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Other virtual instruments
A pulse generator
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A virtual oscilloscope
A virtual oscilloscope
showing the 
output of the
pulse generator
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A simple WEB server

As we have seen, MicroPython contains a socket class for network access and that is all 
that is needed to implement a simple WEB server.

To make things even simpler a basic framework name picoweb is available on github.
I integrated this framework into the MicroPython binary to make it globally accessible
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The first WEB page
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Integrating measurements into the WEB page

That is already not too bad!

However, we want to integrate measurements into the WEB page.

This can be done through templates

We define a HTML table and fill the entries with measurements made by the SHT30.
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The template
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Server Side events
This is still not perfect because we have to update the whole HTML page if we want to get 
new measurements

We would like the WEB server make periodic measurements, which update the page on 
the browser (client) side whenever they are sent

This can be achieved through server side events
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Javascript to decode measurement text
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Plotting the data

We can still do better:

● Collect the data and plot them with HighCharts

HighCharts is a JavaScript plotting library

This is implemented on the page sht30MeasAndPlot

https://www.highcharts.com/
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MQTT, another way to go online
Message Queuing Telemetry Transport: a publish-subscribe Protocol for IoT
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The mosquitto broker
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MQTT client on the ESP32
… and if I could have the MQTT client on the 
ESP32.

● If it was the publishing client it could send 
measurements to the broker and thus to 
any subscribed client

● If it was the subscribing client it could 
receive commands from the broker and 
thus from any publishing client

● micropython-lib supplies the umqtt library 
giving us access to MQTT 
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Subscribing client on the ESP32
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Cayenne
myDevices Cayenne claims to be the world’s first drag and drop IoT builder.

It provides the MQTT broker and uses its own protocol on top of the MQTT messages to transfer information 
between itself and the IoT system.

It also supplies a dash board with widgets to graphically represent measured parameters.

It can work on many different types of micro-controllers and has language bindings for

● C, C++

● Arduino IDE

● Python

Unfortunately the Python library depends on the Eclipse Paho MQTT library and cannot be used with MicroPython 
without modification

However, the library is OpenSource and I managed to adapt it to MicroPython’s umqtt 

https://developers.mydevices.com/cayenne/features/
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First steps
Register!

Registration will supply you with an

● MQTT user name 

● MQTT password
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Create a new project
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Cayenne credentials
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Connecting to Cayenne
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Cayenne dash board
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What next?
A first course

● The IoT course has been given for the first time at the beginning of 2021

● Student feedback should be taken and evaluated to improve the course

● The slides should be uploaded to the TWiki or better: Full course notes should be written for self-study.

● The students were allowed to take the equipment home for experimentation

Promote the courses   

● Try to get other universities on board and establish collaborations between them to upgrade the course

● Currently there is an effort to bring the course to ‘Université Cheikh Anta Diop, Dakar, Sénégal with 
documentation in French.

● Create new exercises and/or lab projects 
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GUI on the IoT node
The Lolin 2.4 “ display features a touch panel in 
addition
It uses an ili9341 graphics
controller and has
320x240 pixel resolution

The lvgl GUI library
supports this device
and makes running of 
GUI applications on the 
ESP32 possible
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Understanding GUI development

lvgl is written in C but has a MicroPython language binding, where the Python 
calls are implemented as C code with a Python interface.

There is a MicroPython variant called lv_micropython which has lvgl included in 
its firmware.

lvgl is available for several graphics controllers and it has a “simulator” using 
SDL to display its graphics on the unix port of lv_micropython.

Program development can be comfortably done on the PC and only the final 
program is transferred to the IoT hardware.

The system is so huge that another full semester course is needed to study it.

https://docs.lvgl.io/latest/en/html/index.html
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A few widget examples
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Wearable devices?
This is not a watch!

It is a programmable, wearable 
development device from which 
you can build a watch (and 
much more)
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T-watch 2020
The t-watch 2020 is again based on the ESP32

It integrates the following devices:

● 240x240 pixel display controlled by an st7789 display controller

● Touch screen controlled by a ft6236 controller

● axp202 power management unit, controlling and measuring battery power of a lithium battery

● bma423 triaxial accelerometer

● RTC clock module pcf8563

● Vibration motor

● max98357a sound system

https://www.aliexpress.com/item/4000971508364.html?spm=a2g0s.9042311.0.0.4cc64c4dQb76XF
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Available software
Various software bits and pieces are available:

● An Arduino program based on platformio is currently under development as reference 
software

● lv_micropython works on the t-watch

● The Micropython drivers for the devices are available 

● Wasp-OS, a framework to develop watch software and based on Micropython is 
available

● Much work is needed!
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Enough for a full semester course
on wearable devices

Cost of the watch: 22.50 Euros

This could be the basis for a course on wearable devices.

● Study and employ the drivers for the different devices

● Study and employ the wasp framework for application development

● Setup of the GUI library with a driver for the st7789 display controller (done in the meantime)

● Example programs for the GUI library e.g. for a settings screen to control display luminosity, active time before 
sleep, wifi setup …

● A web server running on the watch allowing to control the settings and provide screen dumps

● BlueTooth access

● Control through the IR receiver

● Run the vibration motor and the sound system e.g. for alarms

● Application development: analogue watch, calendar, calculator, settings, battery status ...
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